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Chapter 1

Introduction

AURORA is a hash function family which is a first round candidate of SHA-3 competition [7].
AURORA consists of four hash algorithms including AURORA-384 and AURORA-512 which
supports 384-bit and 512-bit hash values, respectively. Due to detailed analysis by external re-
searchers after the submission to SHA-3 competition, unexpected security property of AURORA-
384 and AURORA-512 was reported T In this document, we describe the revised algorithms called
AURORA-384 version 2 and AURORA-512 version 2, which are designed to get rid of the un-
desirable security problem of previous version by slightly modifying the specification. Although
the updated versions are not formal inputs to the competition at this moment, we consider that
providing the possibility of minor changes is useful for consideration of the ongoing competition.
We also provide the preliminary implementation results, and confirmed that the updated version
can be implemented efficiently on a variety of platforms.

Outline of Changes Before presenting the revised specification, the changes in AURORA-
384/512 version 2 are briefly described in this paragraph. The main point for the changes of
the specification of AURORA-384/512 is to replace the underlying double-block length (DBL)
construction. Since AURORA-384 and AURORA-512 employ a common DBL scheme, hereafter
we focus on explanations for the AURORA-512 case.

The domain extension scheme of AURORA-512 is basically the strengthened MD transform
with the finalization function. Additionally a mixing function is inserted after hashing every 8
blocks of the message. The message block is 512 bits and the chaining value is also 512 bits. The
compression functions are constructed according to the underlying Double-Mix Merkle-Damgard
(DMMD) transform which is a sort of double block length (DBL) construction based on blockci-
phers.

Conceptually, the DMMD transform has two separate chaining values in parallel, and has the
mixing function after every eight blocks. However some attacks which exploit the weakness of the
DMMD transform [9} [8] [3, [I0] have been reported so far, and the status of AURORA-512 graded
wounded category that is defined by NIST. Therefore, we decided to change the DMMD transform
to a different one for the updated version of the algorithm.

AURORA-512 version 2 uses another DBL scheme proposed by Hirose [5] in place of the
DMMD. The Hirose’s DBL construction uses two blockciphers to make a compression function,
and the generated compression function can be used in a strengthened Merkle-Damgard (sMD).
Similar to the DMMD, it is advantageous that the key scheduling part of underlying blockciphers
can be shared. According to the replacement of the DBL scheme, specification of the related parts
including the domain extension and component functions are adjusted to it.

Table [Tl compares the original and the updated versions of AURORA-512. Each domain
extension scheme is determined by the corresponding underlying DBL scheme. Both of the com-
pression functions treat a 1024-bit input value and a 512-bit output value. The compression

LAURORA-224/256 are also included in the AURORA hash family, but there have not been reported any
analytic result by external researchers. Thus we do not modify the specification of AURORA-224/256.

5



Table 1.1: Outline of AURORA-512 and AURORA-512 version 2

Algorithm AURORA-512 AURORA-512 version 2
Domain extension sMD + finalization + mixing sMD + finalization
DBL construction DMMD Hirose’s DBL
Compression Function | 1024-bit input / 512-bit output | 1024-bit input / 512-bit output
CF’s components 2 MSM and 2 CPM 3 MSM and 2 CPM?®'?
MF’s components 2 MSM and 2 CPM none
8 blocks
SN
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Figure 1.1: AURORA-512: Domain extension and compression function.

function of the previous version is constructed from two message scheduling modules (MSMs) and
two chaining value processing module (CPMs). On the other hand, the compression function of
the new version is constructed from three MSMs and two CPM?%'?s. One MSM is added, be-
cause Hirose’s DBL construction requires a half of the chaining value to be input to the message
scheduling part. The number of rounds of CPM®!? is increased from CPM to absorb data from
the additional MSM. Moreover, the new version does not need the mixing functions (MF') any
more.

Fig [Tl and show the domain extension and the compression functions in each version of
AURORA-512, and they illustrate the outline of the changes explained above. Detailed description
of the specification are described later in this document.

Impact of Changes The above changes have a influence on two aspects of the hash function:
security and performance. As for the security, the new version resolves the security concern of
the previous version with regard to the 2nd preimage attacks and the collision attacks, because
all reported analyses are only applicable for the DMMD transform based hash algorithms. As for
the performance, the impact on efficiency loss is limited. In software implementation on the NIST
reference platform (64-bit), AURORA-512 version 2 achieves 37.8 cycles/byte. Also, AURORA
shows good performance across a variety of platforms, because it uses platform-independent oper-
ations. Also in hardware implementation, AURORA enables a variety of implementations, from
high-speed to area-restricted implementations. Using a 0.13um CMOS ASIC library, AURORA-
512 version 2 can be implemented with only 12.4 Kgates in an area-optimized implementation.
In a speed-optimized implementation, AURORA-512 version 2 achieves the highest throughput of
6.9 Gbps.
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Figure 1.2: AURORA-512 v2: Domain extension and compression function.

Organization of the document. This document is organized as follows: Chapter 2 describes
the specification of the AURORA-384/512 version 2. Chapter 3 provides the design rationale and
the changes in AURORA-384/512 version 2. Chapter 4 shows preliminary efficient implementation
results of AURORA-384/512 version 2.






Chapter 2

Specification of
AURORA-384/512 version 2

2.1

Notation

We first describe notation, conventions and symbols used throughout this document.

We use the prefix 0x to denote hexadecimal numbers.

A bit string = with the suffix, z(,), indicates that x is n bits. This suffix is omitted if there
is no ambiguity.

For bit strings « and y, ||y or (x,y) is their concatenation.

For bit strings « and y, x « y means that the bit string « is updated by the bit string y.
For an nl-bit x, we write (2o (n), Z1 (n), - -+ Ti—1(n)) * T(n1) to mean that z is divided into
(w0, 21,...,21), where (2o () | 1) || - [| T1=1 () = T()-

For a bit string z(,) and an integer [, x <, [ is the [-bit left cyclic shift of x, and z >>,
is the [-bit right cyclic shift of z.

For bit strings g, 1, .., Tn-1, {Zj }o<j<n is a shorthand for (x¢, z1,...,Tn_1).

For an integer I, 0' is the [ times repetition of zero bits and 1 is the [ times repetition of
one bits.

For a bit string x, T is the bit-wise complement of z.

For an element of GF(2") represented as a polynomial x,, 1™ ! +z, 20" 2 +... + z10+
2o where « is a root of an irreducible polynomial, x,,_1||z,—2||...||z1||zo denotes the bit
representation of the polynomial.



Following variables and symbols are commonly used in AURORA family.

M

M;

m

H;

MSM

BD

PROTL

PROTR

Pad

Len,

TF,,

F(), Fl, FQ, and F3
Mg, My, My, and M3
S

The input message.

The i-th block of the message (after the padding).
The length of M in blocks (after the padding).
The i-th chaining value.

The Message Scheduling Module.

The Byte Diffusion function.

The Partial ROTating Left function.

The Partial ROTating Right function.

The Padding function.

The Length of the input message in blocks encoded into n bits.
The Truncation Function that outputs n bits.
The F-Functions.

The matrices used in the F-functions.

The S-box.

Following symbols are used for AURORA-384/512 version 2.

CPM512

DR512

PROTX

CF512

FF512

MSP12, MS312 and MS32

MSF$'2 MSF3'% and MSF3'2
CP?1? and CP}%

CPF?'2 and CPF3'

CONMP'?, CONMf'? and CONMZ'?

CONC{'? and CONCEY

The Chaining value Processing Module.

The Data Rotating function.

The eXtra Partial ROTating function.

The Compression Functions for AURORA-384/512 version 2.
The Finalization Function for AURORA-384/512 version 2.
The Message Scheduling functions for CF%2.

The Message Scheduling functions for Finalization.

The Chaining value Processing function for CF%12.

The Chaining value Processing function for Finalization.

The CONstants for MS71%, MS3'#, MS'#, MSF?1#%, MSFp!?
and MSF2.

The CONstant for CP}??, CP3'?, CPF}'? and CPFJ!?.
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2.2 Building Blocks

In this section, specifications of the essential building blocks for constructing AURORA-384/512
version 2 algorithms are described.

2.2.1 Message Scheduling Module: MSM

The message scheduling module, MSM, takes the following two inputs;
e a bit string X(56), and
e a set of bit strings {Y] (32)}0Sj<32'

The output is a set of bit strings {Z; (32) }o<j<72-
MSM internally uses a byte diffusion function BD : ({0,1}32)® — ({0,1}3?)8, which is a
permutation over ({0,1}3?)® and is defined in Sec. 2223l MSM is parameterized by two functions

F and F’, where
F:{0,1}?* — {0,1}%, 91
F o {0,1)%2 — {0, 1), (2.1)

We write MSM[F, F'] when we emphasize that it is parameterized by functions F' and F’. We
now describe the specification of MSM[F, F'].

Step 1. Let (X (32), X1(32),---» X7(32)) «— X(256)-

Step 2. Let (X1, X3, X5, X7) — (X1, X3, X5, X7) @ (Yo, Y1, Yo, V3).

Step 3. Let (Zo, Z1,...,27) «— (X0, X1,...,X7).

Step 4. (7 round iterations) The following operations are iterated for i = 1 to 7.

()(0,)(17 ,X7)<—BD(X0,X1,...,X7)

(Xo, X2, Xy, Xg) « (F(Xo), F'(X2), F(X4), F'(Xs))

(X1, X3, X5, X7) — (X1, X3, X5, X7) © (Yas, Yair1, Yairo, Yairs)
(X1, X3, X5, X7) « (X1, X3, X5, X7) @ (X0, X2, X4, X6)
(Zsi, Zgiy1s - - Zsivr) — (Xo, X1,..., X7)

Step 5. (8-th round) Then the following operations are executed.
XO;X17~ .. ,X7) — BD(Xo,Xl, N 7)(7)
Xo, X2, Xy, X¢) — (F(Xo), F'(X2), F(X4), F'(Xg))

(
(
(Xl,X37X5,X7) — (X17X3,X5,X7) D (XQ,X27X4,X6)
(Zea, Zes, - - Zm1) — (Xo, X1,...,X7)

Step 6. Finally, the output is {Z; 32) }o<j<72-

See Fig. 2l for an illustration and Fig. [Z8 for a pseudocode.

2.2.2 Chaining Value Processing Module: CPM?°!?

The chaining value processing module, CPM®!? | takes the following three inputs;
e a bit string X a5,
e aset of bit strings {Y] (32) }o<j<216, and

e a set of bit strings {Wj (32)}0§j<104'
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Xo X1 Xo X3 Xy X5 Xs X7
b Yo Y] D+ Yo S Y3
Zo b 7, Zs Z bz Zs bz
| BD
7 e-n [F] v [F] &% [F]  é-w
D D D D
b~ 73 —~ Zg —~ Z10 —~ Z11 —~ Z12 —~ Z13 —~ 214 —~ Z15
| BD
O Vs - Yo & Yio - Yu
D D D D
Z16 —~ 217 Z18 —~ Z19 Z20 ~ Za1 Z92 —~ Z23
| | ' | |
BD
D Yiit1 D~ Yaiqo D~ Yaiys
D D D
- 2843 Zgiva > Zgit5 Zgit6  t~ Z8it7
{ | ' \ | ' | |
| BD
I:I*L:I D Yoy E?] B Yo Ij’:' B Y3 ELZI B Y3
D D D D
-~ 256 - Zs7 - 758 -~ 259 - 260 - Z61 -~ Z62 - 263
| BD
D D D D
Z64 —~ Zgs Z66 —~ Ze7 Z68 —~ Zgg Z70 ~ Zn

Figure 2.1: {Z; 32) fo<j<r2 «+ MSM[F, F'](X (256), {Y; (32) Jo<j<32)-
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The output is a bit string Z(a56)-

CPM?®!? internally uses a byte diffusion function BD, which is also used in MSM, and is
defined in Sec. 23l As with MSM, CPM?®'? is parameterized by two functions F' and F” over
{0,1}32, and we write CPM°!?[F, F’] when we use functions F and F".

We now describe the specification of CPM°1?[F, F'].

Step 1. Let (Xq(32), X1(32):---> X7(32)) + X(256)-
Step 2‘ Let (X17X37X57X7) — (X17X37X57X7) @ (WO7W17W27W3)'
Step 3. Let ()(0,)(17 ce ,X7) — (X07X1; AN ,X7) D (}/E),Yl, A 7}/7).

Step 4. (25 round iterations) The following operations are iterated for i = 1 to 25.

(Xo,X1,...,X7) <« BD(Xo, X1,...,X7)

(Xo, X2, X4, Xo)  (F'(Xo), F'(X2), F(X4), F"(Xe))

(X1, X3, X5, X7) — (X1, X3, X5, X7) © (Was, Waig1, Waigo, Waigs)
(X1, X3, X5, X7) — (X1, X3, X5, X7) @ (X0, Xo, X4, Xo)

(X0, X1,...,X7) — (X0, X1,...,X7) ® (Y8i, Ygit1,-- -, Yaig7)

Step 5. (26-th round) Then the following operations are executed.

(Xo,X1,...,X7) « BD(Xo, X4,...,X7)

(Xo, X2, X4, Xg) « (F(Xo), F'(X2), F(X4), F'(Xs))

(X1, X3, X5, X7) — (X1, X3, X5, X7) @ (Xo, X2, X4, X6)
(X0, X1,...,X7) — (X0, X1,...,X7) ® (Yaos, Yo09, - - -, Y215)

Step 6. Finally7 the output is Z(256) — (XO (32) || X1 (32) || cee || X7 (32)).

See Fig. for an illustration and Fig. 29 for a pseudocode.

2.2.3 Byte Diffusion Function: BD

The byte diffusion function, BD, takes a bit string (Xg (32)s X1(32) - - - » X7 (32)) as the input, and
outputs the updated bit string (X¢ (32), X1 (32),-- -, X7(32))-
It works as follows.

Step 1. For i =0,1,...,7, X;(32) is divided into a 4-byte sequence as

(3741' (8)y L4i41(8)s Tdi+2 (8)) L4i43 (8) ) — X; (32)>

and (X (32), X1 (32),- -+, X7 (32)) is now regarded as a sequence of bytes;
(360(8),501(8)7 <y X3 (8)) = (X0(32)7X1 (32)7---7X7(32))-

Step 2. Next we permute (zg,21,...,231) according to the permutation 7 defined in Fig. [Z3]
where the i-th byte z; is moved to the 7(i)-th byte. In other words, let x;(i) = x; for
i = 0,1,...,31. Then (z(,2},...,25 ) is the result of the permutation. For example,
xH = T4, T) = X29, and so on.

Step 3. For i = 0,1,...,7, the 4-byte sequence (z, (8),xﬁu+1(8),zﬁli+2 (8)’$ili+3 (8)) is concate-
nated to form the updated X; (s2) = (2, () [ ®) (o ®) | %13 (s)), and the output
is (X0 (32), X1(32)5 - - -» X7(32))-

See Fig. 24 for an illustration and Fig. for a pseudocode.
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X, X, X, Xs X, X, X X
Wo Wh Wo W3
Yo Yy Y, Y3 Yy Y5 Ye Y7
| BD
I:IL:I bWy E*LZI b Ws I:IL:I b Ws E*LZI & Wy
S, D D S,
b Y3 DYy DYoo S-Yu p—Y H-Yiz f—-Yu D-Yis

i i i i

D~ Ygit3

D~ Waito
D
D= Ygits

Ygita

i i

Ysite

|

D— Wiiys
D
D Ygiy7

BD

b— Wiot

N
U

D Y203

’

B Yoou

N
U

D Ya05

MDD

b— Wio2 E’j

g

b Y206

MDD
AN

Figure 2.2: Z(556) < CPM %2 [F, F')(X (256), {Y (32) bo<j<216, {W; (32) fo<j<104).
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? 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
w() |28 29 3 31 0 9 18 27 4 5 6 7 8 17 26 3
1
(

16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
i) |12 13 14 15 16 25 2 11 20 21 22 23 24 1 10 19

Figure 2.3: Definition of the permutation «(-): {0,1,...,31} — {0,1,...,31}.

X X, Xo X3 X, X; X X7

” J 1
el ST
/// 4 /// \V

Xo X, Xo X; X, X X X7

Figure 2.4: (Xg (32), X1 (32)s - - -» X7(32)) + BD (X (32), X1 (32), -+, X7 (32))-

2.2.4 F-Functions: Fy, Fi, F5, and I3

We use four F-functions, Fy, Fi, F», and F3, where they take 32-bit input X as input and produce
32-bit output Y. Each function is used as an instantiation of a parameter functions F or F' in
MSM and CPM.

Before defining these F-functions, we first define the S-box S : {0,1}® — {0,1}%, and four 4 x 4
matrices, Mo, M1, My and Ms.

e The S-box S : x(g) — y(s) is defined as follows.

y{ g(f(x)™) if f(m)ig

The inverse function is performed in GF((2*)?) defined by an irreducible polynomial 22 + 2 +
{1001} for which the underlying GF(2%) is defined by an irreducible polynomial z"* + 2’ + 1.
Moreover, f : x5y — y(s) and g : x5y — ¥y(s) are affine transformations over GF(2), which
are defined as

Yo 000000T11 %o 0
" 00001100 1 1
Yo 00110000 5 1
Y3 11000000 23 1
f v |l oo0oo0o000 01 ez |70 | (2.2)
ys 00000T10 0 s 1
Y6 00010000 6 0
Y7 0100000 0 7 0

[t
ot



Table 2.1: S

.0 .1 .2 .3 .4 5 6 .7 .8 .9 .a . b .¢c .4 .e .f
0. do dc d3 69 bd 00 4d eb 02 24 57 c2 b8 5d b7 6d
1. | f5 40 37 4e 19 d8 64 62 9d 34 O0Of 7Tc ec <ce 94 04
2. |dl 8 74 fb e7 87 12 23 b5 5¢c l1la bb 42 49 18 85
3. 11 46 0d 71 67 8f c6 50 58 fd 4b a4 cd 8e 99 If
4. ad 63 c9 6b f7 28 9f 65 2f ObH5f 61 73 3d 8b Oe 1b
5. | 33 e0 ac 26 al e3 f3 82 83 75 44 90 13 af f0 07
6. 96 21 f8 3f a2 98 9a a3 91 4c Tf 92 97 ea 01 1ic
7. le 2d 89 39 e6 9c Oa 54 Oc 51 6¢c 43 ae db 53 B9
8. a6 f4 06 da e2 78 1d 29 30 el 35 fc ed Dbc 47 d5
9. cO ab cc a8 80 2b 09 bO 93 d4 c6 b3 do df a9 aa
a. | 7a 36 2a d6 b2 fa e8 bl a0 68 ba 81 48 08 17 c7
b. fe 76 bf c4 f2 3e 4a Ob 10 14 f1 ef a7 27 eb c8
c.| de 9 8 3c 56 d7 8c 60 6a 79 ee ab 31 2 77T 41
d. | ff 95 dd 25 3b 55 ca 52 9e 2c 15 4f e4 16 70 T7d
e. | 72 3a 7o 84 f6 32 8 03 b4 38 6f b9 c1 45 88 €9
f. | ba b6 6e be be Te 20 f9 22 66 05 d2 cb <3 cf 5b
and

Yo 1 1.0 0 0 0 0 O To 1

Y1 001 1 0000 T 0

Y2 00 0 0O 1 1 00 To 1

L w | _[0oo00000 11 v |1

95y 10000000 T4 0

Ys 001 00 O0O00O0 5 0

Y6 000 01 000 Tg 1

Y7 000 O0O0O0OT1TO0 7 0

where (zoq1)llz1 ) llz20)l|zsm) ey |25 Te) [127(1)) — 2(s) and (Yo Iy 2y llvsa)

Hy4(1)||y5(1)||y6(1)||y7(1)) — ¥(g). Table 2.1l shows the output values of S.

e The four matrices are defined as follows.

Mo

My

Mo

Ms

0x01
0x03
0x02
0x02

0x01
0x02
0x08
0x06

0x03
0x02
0x02
0x01

0x06
0x01
0x02
0x08

0x02
0x01
0x03
0x02

0x06
0x01
0x02
0x08

0x01
0x03
0x02
0x02

0x08
0x06
0x01
0x02
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0x02
0x02
0x01
0x03

0x08
0x06
0x01
0x02

0x02
0x01
0x03
0x02

0x02
0x08
0x06
0x01

0x03
0x02
0x02
0x01

0x02
0x08
0x06
0x01

0x02
0x02
0x01
0x03

0x01
0x02
0x08
0x06

(2.4)

(2.5)

(2.6)

(2.7)



Multiplications are operated over GF(28) defined by an irreducible polynomial 284 24423 422 4 1.

Now we describe F-functions.
Step 1. Let (zg (s, Z1(s), Z2 (8), T3(8)) « X(32)-
Step 2. Let (zg, z1,z2,x3) — (S(x0), S(x1), S(z2), S(x3)).

Step 3. For i € {0,1,2,3}, the output of F; is Y(32) = (vo(s) | ¥1(8) | v2(8) [l 3 (8)), Where

Yo Zo

T
yi| _ M, 1
Y2 T2
Ys 3

2.2.5 Data Rotating Function: DR’!?

The data rotating function, DR%'?, takes the following three inputs;
e a set of bit strings {X (32)}o<j<72,
e a set of bit strings {Y} (32)}o<;<72, and
e a set of bit strings {W; (32) }o<j<72-

The output is a set of bit strings {Z; (32) }o<j<216-
DR?%2 yses the following three functions;

PROTL : ({0,1}32)8 — ({0,1}32)8,
PROTR : ({0,1}32)8 — ({0,1}32)8,
PROTX : ({0,1}3?)® — ({0,1}3?)8.

which we define as
PROTL(X()(gQ), Xl (32), ceey X7(32)) - (X(/) (32)7X{ (32)7 e 7X'17(32)>,

where X| = X; for i =0,2,4,5,6,7, and (X} || X3) = (X1 || X3) <64 1.
Similarly, we define

PROTR(XO (32), Xl (32), ey X7 (32)) = (Xé (32),X1 (32), “ee ,X'/7 (32)),

where Xz/ =X, fori=0,2,4,5,6,7, and (X{ || Xé) = (X1 H X3) S>eq 1.
Finally, we define

PROTX (Xo (32) X1 (32)s - - -+ X7(32)) = (X0 (32), X1 32)s - - » X7 (32))
where X/ = X, for i =0,2,4,5,6,7, and (X1 || X5) = (X1 ] X3) <4 2.

(2.8)

(2.10)

In other words, they rotate the two words by one bit or two bits, where these words are

concatenated and regarded as one 64 bit string.
Now DR?!? works as follows.

Step 1. For inputs { X} (32) }o<j<72, {Yj (32) bo<j<72 and {W (32) fo<j<72, we define { Z; (32) fo<j<216

by iterating the following operations for ¢ = 0 to 8.

(Z4is Zosis1s - - - Zoigyr) < PROTL(Xgi, Xgit1,- -+, Xgit7)
(Z24i+8, Z24i49; - - - s Z2aiv15) < PROTR(Ys;, Ysit1,-- ., Ygit7)
(Z24i+165 Z24i4+17, - - - » Z2ai+23) < PROTX (Wgi, Wsix1, ..., Wsiyr)

Step 2. The output is {Z; (32) }o<j<216 defined in the above operations.

See Fig. for an illustration and Fig. 2I1] for a pseudocode.
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Xo
Yy
Wo
X3
Ys
Ws

Xea
Yeu
Wy

X1
Y1
Wi
X9
Yy
Wy

Xgs -

Ye5

Wes -

A

Ll

!

(2111 Zs)
(Zo || Z11)
(Z17 || Z19)
(Zas || Za7)
(Z33 || Zs5)
(Zar || Zas)
(Z193 1| Z195)
(Z201 || Z203)
(Z209 || Z211)

L N

|

(X1l X3) <64 1
(V1] Y3) >>64 1
(W1 || W3) <64 2
(Xo || X11) s 1
(Yo [ Y11) >>6a 1
(Wy || W11) <64 2

(X5 || Xo7) <<oa 1
(Yes5 || Yo7) >>64 1
(Wes || Wer) <64 2

A

Ll

!

Z192
Z200
Z208

Z199
Zao7
Za15

Figure 2.5: {Z; 32) }o<j<216 < DR ({X; (32)Yo<j<72: {Y] (32) Yo<j<72: {Wj (32) bo<j<72)-
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2.3 Specification of AURORA-512 version 2

2.3.1 Overall Structure

AURORA-512 version 2 takes the input message of length at most 512 x (264 — 1) = 27 — 512
bits, and outputs the hash value of 512 bits. It internally uses a compression function CF°'? and
a finalization function FF?2, where

CF712(-,-) : {0,1}712 x {0,1}°12 — {0,1}712,
FFo12(..) - {0,1}712 x {0,1}%12 — {0,1}7'2.

The compression function CF%!? is defined in Sec. and a finalization function FF%12 is
defined in Sec. 2331
Now AURORA-512 version 2 works as follows.

Step 1. The input message M is padded with the following padding function Pad(-);
Pad(M) = M || 1]]0°| Lenea, (2.11)

where b is the minimum non-negative integer (possibly zero) such that M|+ b+ 65 = 512m
for some integer m, and Leng, is an encoding of [|M|/512] in 64-bit string. That is, Lengy
is the length of M in blocks, where a partial block counts for one block, and b is the minimal
integer such that the total length of Pad(M) is a multiple of 512 bits. Then Pad(M) is
divided into blocks My, My, ..., M,,_1 each of length 512 bits, i.e., we let

(Mo (512), M1 (512)5 - - - » Mim—1 (512)) < Pad(M).

Step 2. Let Hy512) = 0°12, and compute H; (512), Ha (512), - - - » Him—1 (512) Dy iterating
Hi1 — CF**(H;, M;)

for i =0 tom — 2.

Note that when Pad(M) has one block (i.e., when m = 1 and Pad(M) = My), then Step 2
is not executed.

Step 3. Finally, let H,, «— FF°*(H,, 1, M,,_1), and the output is H,, (512)-

See Fig. for an illustration and Fig. 2.12] for a pseudocode.

My My Mo M2 M1
HO N CF512 CF512 CF512 . CF512 FF512—> Hm
Hl H2 H3 H’rn—2 H’rn—l

Figure 2.6: AURORA-512 version 2.

2.3.2 Compression Functions: CF?

The compression function, CF%?, takes the chaining value H; of 512 bits and the input message
block M; of 512 bits, and outputs the chaining value H;y1 of 512 bits.
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It internally uses three message scheduling functions MS71%, MS3?and MS{#, a data rotating
function DR®??  and a chaining value processing functions CP7?? and CP{'?, where

MSJI2() £ {0,132 — ({0,1}32)72,

MSp'2(-) : {0,1}2 — ({0,1}2)72,

MSE2(): {0,117%° — ({0,1}2)7,

DR512(~, ) . ({O, 1}32)72 X ({O7 1}32)72 X ({07 1}32)72 _ ({07 1}32)2167
CPLEZQ(_, ) . {O, 1}256 % ({O7 1}32)216 s {07 1}256,

CP}%ZQ(', ) . {O7 1}256 X ({O, 1}32)216 N {O, 1}256'

These functions are described below.

Components of CF

512

MS?1? is an instance of MSM described in Sec. 2211 and for any X € {0,1}2°¢, it is defined
as
MSJ'*(X) = MSM([Fy, Fi)(X, { CONME? }o< j<a). (2.12)

where Fy and F; are F-functions defined in Sec. [2.2.4] and {CONME;;Q}OSJ'<32 is the set of
constants defined in Sec.

Similarly, for any X € {0,1}?56, MS3?# is defined as
MSE'?(X) = MSM[F,, F5](X,{ CONMp'? }Yo<j<s2), (2.13)

where Iy and F3 are F-functions defined in Sec. 2.2.4] and {CONMngfQ}OSJ<32 is the set of
constants defined in Sec.

Also, for any X € {0,1}?°¢, MS9!? is defined as
MSR'?(X) = MSM[Fy, F5)(X, { CONMg'? Yo<j<s2), (2.14)

where Iy and F3 are F-functions defined in Sec. 2.2.4] and {CONM)‘?Z»Q}OSK;;Q is the set of
constants defined in Sec.

DR?%12 is the data rotating function defined in Sec. 2.5l

CP?12 is an instance of CPM??? described in Sec. 222, and for any X € {0,1}?°¢ and
Y € ({0,1}32)216 it is defined as

CP{'(X,Y) = CPM*"[Fy, Fy](X,Y,{ CONCF!? }o<<104), (2.15)

where Fjy and F are F-functions defined in Sec. 2.2.4] and {CON057§2}0§j<104 is the set of
constants defined in Sec.

CP2'? is an instance of CPM?!? described in Sec. 222 and for any X € {0,1}?°¢ and
Y € ({0,1}32)216 it is defined as

CPH?(X,Y) = CPM??[F3, Fy)(X,Y,{ CONC}? }o<<104), (2.16)

where Iy and F3 are F-functions defined in Sec. [2.2.4] and {CONCngfQ}OSKlM is the set of
constants defined in Sec.

Specification of CF%1?

Now we present the specification of CF

512

Step 1. Let (My (256); MR (256)) < M;(512), and let (X (256), X r(256)) < Hi(512)-

Step 2. Let {TL,j (32)}0Sj<72 — MSEIQ(ML (256))'
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Step 3. Let {Tg ; 32) bo<j<r2  MSEZ (Mg (256))-

Step 4. Let {T'x j (32) fo<j<r2 — MSZ# (XL (256))-

Step 5. Let {Uj(32) }o<j<216 — DR™Z({T ; 32) Yo<j<72, {TRj (32) Jo<j<72, {Tx,j (32) o< j<72)-
Step 6. Let Y 256) — CPP'* (X R256), {U; (32) bo<j<216)-

Step 7. Let Yg(as6) < CP3'* (Xg(2s6): {Uj (32) Yo<j<216)-

Step 8. Finally, the output is H; 1 (512) < (Y(256) © XR(256)||YR(256) © XR(256))-

See Fig. 27 for an illustration and Fig. for a pseudocode.

M; I
—_—
ML MR XL XR
TL,O TL,1 TL’7 U() U1 U7
Tro Try -+ Try Us Uy --- Ups L
Txp Txy - Txg U Upp - Usg L
I — R Trs Tro -+ Tr1s Usy Uss -+ Usy Lo
MS?,]Q I Trs Try -+ Tris Usy Usg -+ Usg .
MS 2 Txs Txo -+ Txas |DR®?| Ui Un -~ Ui |
: 512 | S
MS¥
Ccpsie opsiz
R L TreaTres5 - To,m Uyga Urgs - -+ Urgog L R
|
N Trea Tres -+ Trn Usgo Usoy - - - Usor
|
TxpaTxps - Txm Usog Uzgg - - - Us1s
|
YL [any YR fany
N\ U
ZL ZR
Hiy

Figure 2.7: H; {1 (512) < CF’1?(H; (512)> M; (512))-

2.3.3 Finalization Functions: FF?%?

The finalization function, FF°!2, takes the chaining value H,,_; of 512 bits and the input message
block M,,_1 of 512 bits, and outputs the final hash value H,, of 512 bits.

FF512 ig structurally equivalent to CF?!?, and the only difference is the constants used in the
components.
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It internally uses three message scheduling functions MSF?1? MSF3?and MSF3!?, a data
rotating function DR??#, and a chaining value processing functions CPF;7* and CPF3'#, where

MSFP™2 () : {0,1}*%0 — ({0,1}*)™,

MSFR2(-) - {0,1}*%° — ({0,1}°%)",

MSF)5(12() . {07 1}256 s ({O7 1}32)727

DR512(~, ) . ({O, 1}32)72 X ({O7 1}32)72 X ({07 1}32)72 _ ({07 1}32)2167
CPFEIQ(', ) . {O, 1}256 % ({0, 1}32)216 — {O, 1}2567

CPF}%JQ(v ) : {Oa 1}256 X ({Oa 1}32)216 - {Oa 1}256'

These functions are described below.

Components of FF51?

MSF?12 is an instance of MSM described in Sec. 222l and for any X € {0,1}2%, it is
defined as
MSFP'™(X) = MSM[Fy, Fy)(X, { CONM}'? }32<<64), (2.17)

where Fy and F) are F-functions defined in Sec. 224, and { CONM L5§2 }32<j<6a is the set of
constants defined in Sec.

Similarly, for any X € {0,1}?56, MS3?# is defined as
MSFR"*(X) = MSM|F, F5)(X,{ CONMp'? Y32 <64), (2.18)

where F, and F3 are F-functions defined in Sec. [Z.2.4] and {CONM§§2}32SJ<64 is the set of
constants defined in Sec.

Also, for any X € {0,1}?°¢, MS9!? is defined as
MSF3'*(X) = MSM([Fy, F5)(X,{ CONMZ'? }32< <64, (2.19)

where F, and F3 are F-functions defined in Sec. [Z.2.4], and {CONM)‘?J’»Q}32SJ-<64 is the set of
constants defined in Sec.

DR?%12 is the data rotating function defined in Sec. 2.5l

CPF?12 is an instance of CPM 1% described in Sec. and for any X € {0,1}?5 and
Y € ({0,1}32)216 it is defined as

CPF}'™*(X,Y) = CPM*"?[Fy, F](X,Y,{CONC}!? }104<j<208), (2.20)

where Iy and F; are F-functions defined in Sec. 2.2.4] and {C’ONCE’IJ-Q}104SJ-<208 is the set
of constants defined in Sec.

CPF}3'% is an instance of CPM?°1? described in Sec. 222, and for any X € {0,1}?5¢ and
Y € ({0,1}32)216 it is defined as

CPF3™(X,Y) = CPM°?[F3, F»](X,Y, {CONC§f72}1O4§j<208), (2.21)

where Iy and F3 are F-functions defined in Sec. 2.2.4] and {CONCg,]JZ}104Sj<208 is the set
of constants defined in Sec.

Specification of FF%!?

Now we present the specification of FF%12,

Step 1. Let (M (256), MR (256)) <= Mm—1(512), and let (X1 256), Xr256)) < Hm—1(512)-
Step 2. Let {17 j (32) bo<j<r2 MSF?12 (M, (256))-
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Step 3. Let {Tg ; 32) o<j<72  MSFEZ(Mpg (256))-

Step 4. Let {T'x j (32) to<j<r2 — MSFZ* (X[ (256))-

Step 5. Let {Uj (32)o<j<216 < DR ({T j 32) Yo<j<72: {Thr,j (32) bo<j<72, {T'xj (32) bo<j<72)-
Step 6. Let Yi(256) — CPF7"(XR(256), {Uj (32) Yo<j<216)-

Step 7. Let Yrs6) — CPFR'*(Xp(ase), {U; (32) bo<ji<216)-

Step 8. Finally, the output is H,, (512) < (Y1(256) © Xr(256)||YR(256) ® X R(256))-

See Fig. .14l for a pseudocode.
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2.4 Specification of AURORA-384 version 2

AURORA-384 version 2 takes the input message of length at most 512 x (264 —1) = 273 — 512 bits,
and outputs the hash value of 384 bits. It uses the same padding function Pad, the compression
functions CF??2, the finalization function FF?!? as AURORA-512 defined in Sec. 23

The difference is that AURORA-384 uses Hy = 1°12 as the initial value, and the output of
FF%12 is truncated to 384 bits by the truncation function TFsg4.

The truncation function, TFss4(+) : {0,1}°'2 — {0,1}3%4, first parses the input H,, 512 into a
sequence of bytes H,, (512) = (M0 (), M1 (8), - - - , Me3 (3)) and drops the following bytes;

me, M7, Mi4,M15,1M22,M23, 1M30, 17131, 11138, 11139, 11046, 147, 54, M55, 162, 163,

to produce the 384-bit hash value H;n(384) = (my 8) m} 8) ml., (8)).
That is, for the 512-bit input H,, 512) = (mqs), M1 (8);--->Me3(s)), the 384-bit output is
!

m(384) (mg (s)»mll (8)r"" 7mﬁ17(8)), where

=m; for0<i<5
= Mjy2 for6 <i<11
Mita for 12 <¢ <17
Mite for 18 <1 <23
= MmM;+8 for 24 < ) < 29
mi+10 for 30 S ) § 35
= Mi+12 for 36 S ) S 41
= Mi+14 for 42 < ) < 47

S333333%8

Now we describe the specification of AURORA-384.

Step 1. The input message M is first padded with Pad(-) in (ZI1]), and the result of Pad(M) is
divided into blocks My, M, ..., M,,_1 each of length 512 bits, i.e., let

(M 512)> M1 (512)5 -+, Mim—1 (512)) « Pad(M).
Step 2. Let Hy512) = 1512, and compute H; 512)s Ha (512, - - -, Hpp (512) by iterating
Hipy — CF'*(H;, M;)

for i = 0 to m — 2. Note that when Pad (M) has one block (i.e., when m =1 and Pad(M) =
M), then Step 2 is not executed.

Step 3. Let Hy, < FF'?(Hy—1, Mp—1), and the output is H), e,y < TF3s4(Hp (512))-

See Fig. 2.15 for a pseudocode.
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2.5 Constant Values

This section describes the generation procedures and the lists of constant values.

2.5.1 Constant Values for AURORA-384/512 version 2
Following constants are used in AURORA-384/512 version 2;

o {CONM}!?Yo<j<s2, {CONME!? Yo<jcsa, { CONMR'? Yo<j<s2, { CONCPY? Yo<j<ioa,
{CONCRJ }0§j<104 for CF512 and

. {CONM5,§2}3251'<64, {CONM r12}32<g<647 {CONM 512}32<]<647 {CONCLJ Hoa<j <208,
{CONC&?’JJQ}104SJ'<208 for FF512

These constants are generated with the procedure described below.
Step 1. Let IV, TVP12 maski'?, mask??, mask3'? and mask3'? be the following values.

TVP2 — (11Y/2 — 3)216 = 0x510e
IV — (132 — 3)216 = 0x9b05
masky'? «— (11Y/3 — 2)216 = 0x3956
mask}'? «— (131/3 — 2)216 = 0x59f1
mask3'? « (111/5 — 1)2'6 = 0x9d8a
maskj'? « (131/5 — 1)216 = 0xab97

Step 2. The following operations are iterated for ¢ = 0 to 25.

1§72 — IVP!? - 0x0002°

Tf’? — 11/1512 0x0002~*

CONCi{EM — (T§1 @ mask'? | g <16 8)
CONC3Y'5i 11 — (TP @ mask™? | @ K16 8)
CONCY'3i g — (T51? <6 8| Th? ® mask3'?)
CONCH'3i 15 — (Tl512 <16 9| Tf12 ® mask3'?)

Step 3. The following operation is iterated for ¢ = 0 to 103.

CONCY? — CONC3Y? <323

Step 4. The following operations are iterated for i = 0 to 7.

OONM‘??M — CONC?3 1; <az 1
CONML jier = CONCLimH Kz 1
CONML#HZ — CONC?3 L1ies sz 1
CONML#H—S CONCL T2ias Ksz 1
CONMY%; «— CONCY 1y iy >3 1
CONM%?MH — 001\105;‘;’21+5 S>a0 1
CONM%?M2 — CONCY' 3y 63530 1
CONMY2, .5 — CONCY2,, . 555, 1
CONMY?,; — 00N021%27+8 K322
CONM?}ZZH — CONC’L Dito a2 2
CONM?;EMQ CONOL 1i410 a2 2
CONMY 55— CONCY' Ty 111 K32 2
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Step 5. The following operations are iterated for ¢ = 0 to 25.

OONCiléQIL+1O4 — C’ONC%li

CONCL 4i4105 — CONCL dit+1

CONCLI41+106 — CONOL 4i+2

CONCL 07 CONC?}?M?) @ 0x01010101
CONCR 41+104 — CONCR 44

CONC 41+1O5 — CONCSR%ZH
CONCRA 106 OONC%{ZHQ
CONC%3ip107 — CONCRHY, | 5 @ 0x01010101

Step 6. The following operations are iterated for i = 0 to 7.

CONM 5L?u+32
CONMS'2, ., — CONM

«— CONM

512
L,414
512
L 4z+1

CONMLI41+34 - CONML 4it2
CONML 4i435 < CONML 4i+3
CONMRI41+32 - CONMRiM

CONM?%liL-‘r?)?)
R,4i+35
CONM %im
CONM?&H_M
X,4i4+-35

« CONM %3541
— CONM}I?M o
— CONM%{L s
o« CONMY%,

— CONM?(}ZH-I
— CONM%2, .,
- CONME))(l,%li+3

2.6 List of Constant Values

The following tables offer the list of the constant values for reference. These described values are
all required constant values for CF??? of AURORA-384/512 version 2. In the following tables,
the constant values are arranged from the left to the right.

Constant Values for AURORA-384/512 version 2, CF”™”: {CONC?'> }o<j<104
6858flae c2f4fab64 0eblcc84 0b363092 9bdae3bd c06b6566 1ca23f96 3533320d
db5ff613 1563c32b3  09ec7183 9a99e75a 4975dc8f ab8f810d 2370eda9 fded459e9
d910b91f 20cec086 46e07dcc 7ef2d2a8 51eb4297 b1767817 bd68£537 0£d14310
e82c852e f9aaadbf T7adl4cf0 Db7400bcc 33933afb ddc4ca7b c50a974f 6b082fa2
2cdc75ea cff3fd69 8a158800 052c3d95 1242ebd4 12f0feb4d 142bb69e 0296e096
6f7ed7a9 aB869670e 2856cba2 31e35a0f 9506af53 213d3387 50ac31lda 98f£1d35b
c9c76e0f 659799c3 91f06dlb cc7897f1 T704becb6 47c2ccel 1349d499 663cbbad
ab70d96d 82f0fe24 26920fac 03b67096 b52b8273 e0696746 7d8cl1f7 3173120f
899d344f 053d33a3 cbb02d41 98b9f75b fO0f15836 779799d1 a7c9542d ccbc85f1
022980c4 4ec2cce8 T7f3babf5 662ebcad 4fa80189 86707e20 fe76eb74 03bf7416
d4aa0312 e2292744 fced7076 b177104f 4a9f368c 041d13a2 c973ee43 d8bbf67b
dec46d18 770709d1 92e77al8 ecbd8561 5e43ea98 4e8a84e8 1567fa9f f62ebcec
£f77cdb31 86545a20 2aceb3a0 4bbf7432 0d339%acb e23b3544 6534a9ef 9577105d
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Constant Values for AURORA-384/512 version 2, CF”"?: {CONCE'3 }o<j<104

42c78d73
aaffb09e
c885c8fe
41642977
66e3afb1
Tbf6bd4b
4e3b707e
5b86cb6d
4ce9a27c
114c0620
ab501896
£62368c6
bbe6a98f

17a7d326
a9e19598
06760431
cdbb522ff
7f9febde
43413875
2cbcceldb
1787£124
29e99d18
76166742
11493a27
b8384e8b
32a2d104

728e6420
4f638c18
3703eeb62
d68a6783
50ac4004
42b65d11
8£8368dc
34907d61
5d816a0e
£9dd37ab
e76b83b7
973bd0c4
56729d01

59b18490
d4cf3ad4
£7969543
ba005e65
2961eca8
8f1ad079
63c4bf8e
1db384b0
cbcfbadc
3175e523
8bb8827d
62ec2b0f
5dfba192

dab71laec 035b2b36 e511fcb0 a9999069
4baeed7a 5c7c086d 1b876d49 ef22cfaf
8fbaldba 8bb3cObd eb47a9bd 7e8al1880
9c99d7a9 ee2653de 2854ba7e 58417413
92175ea0 9787f5a0 albdb4f0 14b704b0
a8357a9c  09e99c39 85618ed2 c78e9adc
822f65b3 3el16670a 9adeadc8 3lebad23
a95c139d 034b3a37 ec608fbb 8b989079
878aclb7 bcbcce8b 3ed4aalbd 62e42f8e
7d400c4a 3383f104 £3b75ba7 1dfbalObO
54f9b462 20e89d10 4b9f721e cbdfb3de
f21£f54c2 74542742 ab3fd4f8 b175e767
699cd658 11d9aa27 29ab4f7b abb882ec

Constant Values for AURORA-384/512 version 2, CF°"”: {CONM}7}o< ;<52

166c6124
6e801799
98f12fe3
ccbd7948

92ebb91e 571f021b 46e1db52 £fbc8b3d3
2485d7a8 25e1fd68 28576d3c  052dcil2c
6ab5704e7 c0d2ce8d fb1823ee 62e6241e
953e6d18 08322744 92e7dc87 Db177ecf7

Constant Values for AURORA-384/512 version 2, CF*7?: {CONM? }o< <32

5J

92999906
358417d1
331ebad2
01dfbalb

ec885c8f 10676043 23703ee6 3796954
b7bf6bd4 5434b387 142b65d1 98f1ad07
c4ce9a27 829e99d1 eb5d816a0 ccbcfbad
6£62368c bb8384e8 4973bd0c  £62ec2b0

Constant Values for AURORA-384/512 version 2, CF”"”: {CONMY' 7 }o<j<s2

dOble35c 85e9f4c9 1ca39908
d0590a5d £35548bf f5a299e0
938edclf cb2f3386 23e0da37
04530188 9d8599d0 fe774dea
cdab71ae 6035b2b3 0Oebilifcb
99c99d7a eee2653d e2854ba7
3822f65b a3e16670 89adeadc
a7d400c4 43383f10 7£f3b75ba
557fd84f 54fOcacc 27blc60c
b371d7a8 3fcffba7 28562002
adc365b6 0bc3f892 9a483eb0
52a80c4b 88a49d13 f3b5cldb

6a679d6a
14b0£654
0ed9c258
cbdc413e

27

47ad0abd cb5d9e05e fba3d4de 3f450c40
b41abd4e 84f4celc 42b0c769 63c74d6e
c3c560db debe6745 9f2550b6 317217c7
790faabl 3a2al3al 559fea7c d8baf3b3



2.7 Pseudocodes

The pseudocodes of the specifications of the AURORA family are described in this section.

MSM[F, F'|(X (256), {Yj (32) fo<j<32)

000 (Xo,Xl,...,X7)<—X

010 (Xl,Xg,X5,X7) — (Xl,Xg,X5,X7) D (YQ,Y17Y2,Y3)

020 (Zoy Z1,e .y Z1) — (X0, X1, .-, X7)

030 fori< 1to7do

040 (X07X17 3X7) — B-D(X07X17 . 3X7)

050 (Xo, X2, X4, Xo) « (F'(Xo), F'(X2), F(X4), F'(X6))
060 (X1, X3, X5, X7) — (X1, X3, X5, X7) ® (Yai, Yait1, Yait2, Yait3)
070 (X1, X3, X5, X7) < (X1, X3, X5, X7) & (Xo, X2, X4, Xe)
080 (Zsis Zgig1s - - - Zsivr) — (Xo, X1y, X7)

090 (Xo,Xl,...,X7)HBD(XO,Xl,...,Xﬁ

100 (X07X27X47X6) — (F(Xo)vF/(XQ)vF(X4)aF/(X6))

110 (X3, X3, X5, X7) — (X1, X3, X5, X7) @ (Xo, X2, X4, X6)
120 (2647265,...,271)<—(X0,X17...,X7)

130 return {Zj (32)}05j<72

Figure 2.8: A pseudocode of MSM : {0,1}%%% x ({0,1}32)32
Sec. 223l F and F’ are functions over {0, 1}32.

N ({07 1}32)72

BD is defined in

CPM°2[F, F'|(X (256), {Y; (32) o<j<216: {W} (32) bo<j<104)

000 (X0, X1,..., X5) —

010 (Xl,Xg,X57X7) — (Xl,Xg,X5,X7) @ (Wo, Wl,WQ, Wg)

020 (X(),Xl, . ,X7) — (Xo,Xl, e 7‘X'r) D (Y(),Yi, ... ,Y7)

030 for i« 1 to 25 do

040 (X0, X1,..., X7) — BD(Xo, X1,...,X7)

030 (Xo.Xo, Xn Xo)  (F(Xo), F'(X0). F(X4), /(X))

060 (X1, X3, X5, X7) (X1, X3, X5, X7) & (Wai, Waig1, Waiyo, Waigs)
070 (X1, Xa, X5, Xr) — (X1, X3, X5, X7) @ (X0, Xa, X1, X¢)

080 (Xo,Xl,...,X'y) (Xo,Xl,...,X7) (Ygi,Y8i+1,...,}/éi+7)
090 (Xo,X1,...,Xs) — BD(Xo, X1, ..., X7)

100 (Xo, Xo, Xs. Xo) — (F(Xo), F'(Xo). F(X), F'(Xe))

110 (X1, Xa, X5, 7) (X1, X3, X5, X7) @ (Xo, Xa, X1, Xo)

120 (Xo, X1,...,X7) — (X0, X1,...,X7) ® (Ya0s, Yo09, - - -, Yo15)

130 Z — (Xo Xl |- 1 X7)

140 return Z(ps¢)

Figure 2.9: A pseudocode of CPM %1% : {0,1}256 x ({0,1}32)216 x ({0,1}32)'0% — {0,1}?°¢. BD is

defined in Sec. 223} F and F’ are functions over {0, 1}32.
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BD(Xo (32), X1(32),- -+ X7(32))

000 fori+ 0to7do

010 (@45, Taig1, Taiv2, Laivs) — X;
020 for i < 0 to 31 do

030 x;(i) —

040 fori+ 0to 7 do

050 Xi e (2 $21¢+1 [ xili+2 | xili+3)
060 return (XO (32), Xl (32), ey X7 (32))

Figure 2.10: A pseudocode of BD : ({0,1}3%)® — ({0,1}32)%. 7 is defined in Fig.

DRZ({X (32) o< j<72: {Y (32) bo<j<72: {W} (32) bo<j<72)
000 for i+« 0 to 8 do

010 (Z24i, Zoaig1, - - - Zoaiyr) — PROTL(Xs;, Xgit1, .-, Xgit7)
020 (Z24i+8, Z24i+9, - - -, Zoaiy1s) «— PROTR(Yg;, Ysiy1, ..., Ysit7)
030 (Z24i+16, Z24i4175 - - - » L2ait23) < PROTX (Wgi, Wyiy1, ..., Wsiyr)

040  return {Z; (32) }o<j<216

Figure 2.11: A pseudocode of DR : ({0,1}32)72 x ({0,1}3?)™ x ({0,1}3%)™ — ({0,1}32)216,
The functions PROTL, PROTR and PROTX are defined in (23], (Z9) and (ZI0), respectively.

AURORA-512v2(M)

000 (Mo, My,...,My—1) «— Pad(M)
010 Hy « 0°12

020 for i< 0tom —2do

030 Hi-l—l — 6'1'7'512(111‘7 Mz)

040 Hm — FF512(Hm_1, Mm—l)
050  return H,, (512)

Figure 2.12: A pseudocode of AURORA-512 version 2. The padding function, Pad(-), is defined
in @I0)), CF%1? is defined in Sec. 2321 FF°!? is defined in Sec. 2.3.3

CF°"*(H; (512), M; (512))

000 (ML,MR)<—MZ‘

010 (XL7XR)<—Hi

020 {Tpj}o<j<rz « MSP'*(Mp)
030 {Tr,j}to<j<r2 — MSR'*(Mg)
040 {Tx;}to<j<r2 — MSY*(X1)
050 {Uj}o<j<oe «— DR??({TL j}o<j<r2, {Tr j}o<j<72, {Tx jo<j<r2)
060 Yy <« CPP"*(Xg,{Uj}o<j<216)
070  Yg — CPJ"*(XR,{Uj}o<j<216)
080 ZL — YL S5 XR

090 ZR — YR (&) XR

100 HiJrl — (ZL,ZR)

110 return H; 1 (512)

Figure 2.13: A pseudocode of CF?1? : {0,1}%12 x {0,1}°'2 — {0,1}%12. MSP12, MS3'2, MS$2,
DR%12, CP}'%, and CPj!'# are defined in (212), Z13)), 2I4), Sec. ZZH [2IH), and in 2I6),

respectively.
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FF2(H,, 1 (512)s Mp—1(512))

000  (Mp,MRg) + My,

010 (X, XR)« Hpa

020 {TL’j}O§j<72 — MSFfIQ(ML)
030 {TR7J‘}0§j<72 — MSFlglg (MR)
040 {Tx j}o<j<re < MSF*(Xp)
050 {Uj}o<j<aie < DRP?({TL j}o<j<ro, {TR,jYo<j<r2: {Tx j o<j<72)
060 YL — CPFEJ'Q(XR, {Uj}0§j<216)
070  Yg « CPF}"*(Xg,{U;j}o<j<216)
080 ZL — YL (&) XR

090 ZR — YR D XR

100 Hpy, — (ZLa ZR)

110 return H,, (512

Figure 2.14: A pseudocode of FF?1% : {0,1}°12 x {0,1}%12 — {0,1}°'2. MSF}'?, MSF}'%,
MSF?, DR%12, CPF}1?, and CPF3!? are defined in 21I7), ZI8), @I9), Sec. Z2ZH 220),

and in (2227]), respectively.

AURORA-384v2(M)
000 (Mo, My, ..., My_1) — Pad(M)
010  Hy « 1512

020 fori«O0tom—2do

030 Hi+1 — CF512(H1‘, Mi)

040  H,, «— FF52(H,_1, My,_)
050 Hr/n — TF384(Hm)

060  return H (384)

Figure 2.15: A pseudocode

of AURORA-384 version 2. Pad, CF?!? FF?%!? are the same as

AURORA-512 and defined in Sec. 23]
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2.8 AURORA Examples

This section describes example vectors of the AURORA hash algorithm family. Table gives
three examples for the messages My, Ms, and M3 defined below for each hash function.

Let the message M; be the 24-bit ASCII string “abc”, which is equivalent to the following
binary string:

01100001 01100010 01100011.
Let the message My be the 448-bit ASCII string

“abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq”.

Let the message M3 be the binary-coded form of the ASCII string which consists of 1,000,000
repetitions of the character “a”.

Table 2.2: AURORA Examples

AURORA-384 version 2

Message Hash Value
M, cb8c22c8 15e3eba3d 8al691ee fldclad9 15dfea22 9£27a170 455aaaec b4a9f5sba
3a372dle 412d8853 b754ea23 c28a%el2
Moy b1849343 £6601342 471176d7 bd671692 d3c39cal 6£f5d7a7c dccd802d 47ad5875

b6528095 d51d6bed4 4bfb0b0d a5a90099
Ms b579aab4 199a921d df7a3225 3dc82390 a40eb36d 1b649b8f 79430ef2 75b27£50
595ee272 979eef4d €108d540 b3004556

AURORA-512 version 2

Message Hash Value
M, 51c0c29f d45bdbcf £7£54733 5af4424d 74817faf 1983bf5b e2afafd8 86£830bf
b0ad9fc2 9£f65447b 5336d68c 5793d649 adl9dade 635a84c9 817681e0 1d36acae
M, 5f2a16e9 99edf233 a9b96f52 1b6e792b bf33eabl 549bc0e7 9f5a62e4 17ceff99
ce7d9592 aae2edf8 1d46ec8e ad8181lec 6cbad48e 4170b8cb fOcdecl2 eaceabbf
M3 d00eb327 16a8dbb7 11aec003 36daeebd dccb72b9 278ad094 2£417e42 b2b09b67

80f18bfc 6d0403e0 6£32ca24 fe4b9b89 43281215 a3a6c560 46d828c5 b6£d6068
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Chapter 3

Design Rationale of
AURORA-384/512 version 2

This chapter describes design rationale of the AURORA-384/512 v2, then explains the algorithm
changes from the previous version with their reasons.

3.1 AURORA-384/512 version 2

3.1.1 Domain Extension

AURORA-384/512 v2 adopts the strengthened Merkle-Damgard (sMD) transform with a final-
ization function, which is the same domain extension transform as AURORA-256 (See Fig. B.TI).
The sMD transform is widely deployed and its security have been studied extensively. The sMD
transform with the finalization function preserves collision-resistance (CR) and indifferentiability
(PRO) of the underlying compression function [6].

Similarly to AURORA-256, the structure of the finalization function FF°'? is the same as the
structure of the compression function CF>'? except for the constants.

3.1.2 Compression Function — Hirose’s DBL construction

The AURORA-384/512 v2 compression function CF°'? is based on one of Hirose’s DBL construc-
tions [4]. It is known that the construction shown in Fig. composes collision-resistant hash
functions when ey and ey are independent ideal blockciphers. As shown in Fig. Bl a half of
the chaining value (Xg) is input to two chaining value processing functions CP‘;’}Q and CP‘;}D,
which are different 256-bit permutations. The other half of the chaining value (X) is input to
the message scheduling function MSE(IQ. The 512-bit message block M; is divided into M and
Mpg, and they are input to the message scheduling functions MS 5L12 and MS 5}’312, respectively.

Let a blockcipher with the block size n and the key size k an (n, k) blockcipher. Let e be
an (n,k) blockcipher, e : {0,1}* x {0,1}™ — {0,1}". Then e(key,-) is a permutation for every
key € {0,1}*. AURORA-384/512 v2 compression function is constructed of eq(M;|| X1, Xr) and
e1(M;|| X1, XRr), where ey and e; are two independent (256, 768) blockciphers. Three message
scheduling functions MS3'2, MS5'2 MSY? serve as common key scheduling of eg and e;.

This construction is shown to be collision-resistant in the ideal cipher model [4].

3.1.3 Components

Message Scheduling Module and Chaining Value Processing Module The message
scheduling functions of AURORA-384/512 v2 (i.e. MS5'2, MS%?, and MS5}?) use the same build-
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Figure 3.1: AURORA-384/512 v2: Domain extension and compression function.

ing block as those of AURORA-256: the message scheduling module (MSM), which is the 8-round
AURORA structure.

The chaining value processing functions of AURORA-384/512 v2 (i.e. CP3'? and CP%?) use a
building block with more rounds than those of AURORA-256. While the chaining value processing
module (CPM) used in AURORA-256 is the 17-round AURORA structure, CPM°1* used in
AURORA-512 v2 is the 26-round AURORA structure. The reason why we adopted the 26-round
AURORA structure for CPM?®!? is as follows. First of all, the 26-round AURORA structure
fits to input data from three message scheduling functions with the 8-round AURORA structure.
Secondly, unexpected properties in blockciphers ey or e; should not be detected at < 2°'2 work.
According to the guaranteed numbers of active S-boxes in AURORA structure in Table Bl there
are no distinguishers with differential probability higher than 9-610 = 9276 — 9-256 {5 14 rounds
and more, since DP,,,, = 27%. Additional 12 (= 26—14)-round is considered to be enough margin.
Note that ey and e; have 768-bit keys but at most 2512 work is allowed for attacks on 512-bit hash
functions or its components.

3.2 Changes from the AURORA-384/512 version 1

This section explains the algorithm changes with their rationale.

DBL costruction AURORA-384/512 adopted the Double-Mix Merkle-Damgéard (DMMD) trans-
form. Due to the structual weakness of the DMMD transform [9], [8, 3], [10], we decided not to use
the DMMD transform. However, we wanted to maintain the strategy of designing double length
hash functions based on single length component functions, so we decided to adopt one of Hirose’s
DBL constructions. This strategy is advantageous in the hardware point of view and it keeps
AURORA'’s strong point: compact, efficient and flexible hardware implementations with a wide
variety of area/speed trade-offs. It also allows only minor changes from AURORA-384/512.

In the adopted Hirose’s construction, key scheduling (i.e. three message scheduling functions

MS32 MS%?, MS3?) can be shared between two chaining value processing functions (i.e. CP3'?
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Figure 3.2: A compression function based on one of Hirose’s DBL constructions

Table 3.1: Guaranteed Numbers of Active S-boxes in AURORA structure.

| Round | § of Active S-boxes | Round | § of Active S-boxes |

1 0 14 46
2 1 15 50
3 5 16 52
4 6 17 56
5 9 18 60
6 15 19 62
7 22 20 66
8 26 21 70
9 30 22 72
10 32 23 76
11 36 24 80
12 40 25 82
13 42 26 86

and CP%Q). Moreover, no extra registers for input/output data of the compression function are
required, so the Hirose’s construction keeps compact hardware implementations.

MSM and CPM In order to adapt the Hirose’s DBL construction to the compression function
of AURORA-384/512 v2, additional message scheduling function MS%? and additional number of
rounds for CP3'? and CP%? are required. Due to this change, the throughput of the compression
function decreases, but it does not have a big impact on performance (See Sec. H).

Regarding security, the building blocks of AURORA-384/512 v2 (i.e. MS32, MS%?, MS%?,
CP3'? and CP3%'?) are the same as those of AURORA-256 except the number of rounds, therefore
existing analysis results are not invalidated.

The components in each building block of AURORA family are summarized in Table

Diffusion Matrices for MS3'* AURORA-384/512 v2 requires diffusion matrices for MS3%?
but does not require brand-new diffusion matrices. A different pair of the diffusion matrices used
in AURORA suffices for this purpose. It is desirable that a pair of diffusion matrices for MSZ'? be
chosen so that every function of MSM and CPM °'? is different and that the DSM technique works
not only within the single function (MSg'?) but also across plural functions MS ‘}12, CP5L12 and
CP%2. Since (Mg, My), (Ma, M3), (Mg, Ms), and (My, My) are DSM pairs, respectively [6,
Sec. 3.4.2], we chose My and M3 as diffusion matrices for MS52.
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Table 3.2: Components in each building block of AURORA family.

AURORA-224/256 Function MSy, MSg CP
[SBL] Building block | MSM MSM CPM
Davies-Meyer # of rounds 8-round | 8-round 17-round
construction F-functions Fy,Fy Fy Fy F1,Fy

Matrices Mo My | Mo, M3 My,Mg
AURORA-384/512 Function MSy, MSg CPyp, CPpg
[DBL) Building block | MSM MSM CPM CPM
DMMD (Double-Mix # of rounds 8-round | 8-round 17-round | 17-round
Merkle-Damgard) F-functions Fy,Fy Fy,F3 F1,Fy F3, 5

Matrices Mo, My | Mg, M3 Mqi,My Mz, Mo
AURORA-384/512 v2 Function MSTP | MSR? | MSY? CcP3? CPY?
[DBL] Building block | MSM MSM MSM CPMP™™ | CPMP*™
Hirose’s # of rounds 8-round | 8-round | 8-round || 26-round | 26-round
construction F-functions FQ,Fl Fg,Fg F07F3 F17F0 Fg,FQ

Matrices Mo, My | Mo, M3 | My, M3 M1, My M3z, Mo

Note that there are no changes in the other components such as the byte diffusion BD, the
S-box, and the truncation function.

Additional Constants AURORA-384/512 v2 requires the additional constant values for the
new function MS%? and increased rounds of CP3'?, CP%?. Constants are also required for
functions MSF ‘;’(12, CPF ‘212, and CPF ‘;’%12 in the finalization function. They are generated in a
similar and consistent manner with the procedure described in the AURORA specification [6].
The generated sequences of constants passed the statistical test suites: the mono bit test, the
poker test, and the runs test that we checked in [0].

3.2.1 Effect on Security

Collision attacks The Hirose’s construction adopted for AURORA-384/512 v2 is shown to be
collision-resistant in the ideal cipher model [4]. The components used in the compression function
are the same as the previous version, so similar analysis approach described in [6 Sec. 4.3.1] is
valid. According to preliminary analysis, we have not found effective differential paths for collision
attacks.

Preimage attacks AURORA-384/512 v2 is preimage resistant if the finalization function FF %12
is preimage resistant. According to preliminary analysis of FF?!?  we have not found effective
methods for preimage attacks.

Second preimage attacks The components used in the compression function are the same as
the previous version, so similar analysis approach described in [0, Sec. 4.3.3] is valid. According
to preliminary analysis, we have not found effective methods for second preimage attacks.

Regarding generic long-message second preimage attacks, Kelsey and Schneier’s attack works
on the strengthened Merkle-Damgard transform, so AURORA-512 v2 provides second preimage
resistance of about (512 — k) bits for 2¥-block messages.

Other attacks AURORA-384/512 v2 has resistance to length-extension attacks due to the
strengthened Merkle-Damgard transform with the finalization function.
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On the other hand, this domain extension does not help to increase the security against mul-
ticollision attacks. Therefore, finding K collision for AURORA-384/512 v2 is not much harder
than finding ordinary collisions.

Slide attacks do not work on AURORA-384/512 v2, because AURORA-384/512 v2 are carefully
designed to avoid self-similarity.

3.2.2 Impact on Performance

The changes which have an impact on efficiency are the change of the DBL construction and the
changes in MSM and CPM?®'2.

Although AURORA-384/512 v2 does not require mixing functions MF inserted every 8 blocks,
it has a new function MS%?, and CP3'? and C’P‘;’gz with increased number of rounds. Due to
this change, the throughput of AURORA-384/512 v2 decreases, about 25% decrease in software
implementations and about 25% decrease in the fastest hardware implementation.

However, this change has almost no impact on the area (gate counts) in area-optimized hard-
ware implementation. AURORA-384/512 v2 keeps AURORA family’s strong point: compact,
efficient and flexible hardware implementations with a wide variety of area/speed trade-offs.
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Chapter 4

Efficient Implementation of
AURORA-384/512 version 2

This chapter describes our preliminary evaluation results of AURORA-384/512 version 2 in both
software and hardware implementations. In software implementations, AURORA-512 version 2
achieves 63.9 cycles/byte and 37.8 cycles/byte on the NIST 32-bit reference platform and on
the NIST 64-bit reference platform, respectively. In hardware, AURORA enables a variety of
implementations from small-area to high-throughput implementations. In our evaluations using
a 0.13um CMOS ASIC library, the smallest area of AURORA-512 version 2 is 12.4 Kgates with
throughout of 467 Mbps, and the highest throughput of AURORA-512 version 2 is 6.9 Gbps with
area of 59.7 Kgates.

Detailed results of software and hardware implementations are shown in Sec. Bl and 2]
respectively.

4.1 Software Implementation

This section describes the software performance results of AURORA-384/512 version 2 on 32/64-
bit processors. We apply five implementation types suitable for either 32-bit or 64-bit processors:
two types for 32-bit processors and three types for 64-bit processors. The details of five imple-
mentation types are shown in [6].

Tables and (L3 represent the evaluation results of AURORA-384 version 2 and AURORA-
512 version 2 on 32/64-bit processors at the present, respectively. The platforms used for the
evaluation are shown in Table Il We use cycle counters included in ’cycle.h’ [2]. This code
provides machine dependent cycle counters. All five implementation types are evaluated with
looped architecture, where the round functions of AURORA are implemented by loop functions,
for both AURORA-384 and 512 version 2.
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Table 4.1: 32/64-bit Processors

Platform | Processor | Clock speed | Memory 0OS Compiler
[GHz| [GB]
A Core 2 Duo 24 2.0 Windows Vista Visual Studio 2005
Ultimate (32-bit) | Professional Edition
B Core 2 Duo 24 2.0 Windows Vista Visual Studio 2005
Ultimate (64-bit) | Professional Edition
C Opteron 2.6 16.0 Linux kernel 2.4 gee 3.2.3 (x64)
D Pentium 4 2.26 1.0 Red Hat Linux 7.3 gce 2.96
Table 4.2: AURORA-384 version 2 on 32/64-bit processors
Hash Function 1 CF call | code size
[cycles/byte] [cycles] [bytes]
message size [bytes] | 10 | 100 [ 1,000 [ 10,000 - -
Platform A (Core 2 Duo (32-bit))
Type-S1 | (looped) 4,657.4 466.3 91.6 | 110.3 68.1 4,317.2 71,042
Type-S2 | (looped) 4,353.9 441.8 86.1 65.8 63.9 4,055.1 69,182
Type-S3 | (looped) 6,629.6 666.2 | 131.3 | 100.4 97.9 6,175.6 | 125,704
Type-S4 | (looped) 5,631.8 567.0 | 110.9 | 84.8 82.7 6,111.5 | 101,012
Type-S5 | (looped) 5,427.9 548.2 | 107.2 | 81.9 79.9 5,064.0 88,792
Platform B (Core 2 Duo (64-bit))
Type-S1 | (looped) 2,994.4 303.8 | 58.3 | 44.8 43.6 2,764.2 72,752
Type-S2 | (looped) 3,390.9 340.7 | 66.7 | 51.2 50.1 3,172.7 71,756
Type-S3 | (looped) 2,740.1 274.6 52.9 39.7 38.7 2,441.3 133,132
Type-S4 | (looped) || 2,651.1 | 266.3 | 51.6 | 38.8 | 378 | 2,403.3 | 108,440
Type-S5 | (looped) 2,895.6 291.1 56.4 | 42.8 41.7 2,649.6 96,220
Platform C (Opteron)
Type-S1 | (looped) 4,077.7 410.8 77.2 57.9 56.3 3,068.8 25,460
Type-S2 | (looped) 4,463.8 449.6 | 84.3 | 63.1 61.3 3,889.5 19,892
Type-S3 | (looped) 3,177.0 320.6 | 59.3 | 43.5 42.1 2,680.1 48,740
Type-S4 | (looped) 3,213.8 323.2 | 59.5| 438 42.5 2,697.5 32,516
Type-S5 | (looped) 3,447.1 347.6 | 64.6 | 48.0 46.6 2,964.0 24,484
Platform D (Pentium 4)
Type-S1 | (looped) | 9,861.4 | 1,001.3 | 192.1 | 145.2 | 141.4 || 9,497.9 | 26,164
Type-S2 | (looped) || 10,847.3 | 1,060.2 | 204.5 | 157.5 | 153.6 9,663.7 20,496
Type-S3 | (looped) || 16,045.5 | 1,621.1 | 310.1 | 237.8 232.0 14,566.9 61,300
Type-S4 | (looped) || 15,094.8 | 1,518.9 | 292.4 | 223.1 217.5 13,845.5 43,952
Type-S5 | (looped) || 14,622.1 | 1,476.1 | 283.6 | 216.3 | 210.9 | 13,6425 | 34,988
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Table 4.3: AURORA-512 version 2 on 32/64-bit processors

Hash Function 1 CF call | code size
[cycles/byte] [cycles] [bytes]
message size [bytes] 1 | 10 [ 100 [ 1,000 [ 10,000 - -
Type-S1 | (looped) 4,614.0 464.9 | 91.4 | 69.8 68.1 4,317.2 71,042
Type-52 | (looped) || 4,350.8 | 439.1 | 86.1 | 65.6 | 63.9 | 4,055.1| 69,182
Type-S3 | (looped) 6,490.7 655.8 | 130.8 | 100.3 97.9 6,175.6 125,704
Type-S4 | (looped) 5,598.6 561.6 | 110.5 84.8 82.7 6,111.5 101,012
Type-S5 | (looped) 5,408.8 543.3 | 106.7 | 81.8 79.9 5,064.0 88,792
Platform B (Core 2 Duo (64-bit))

Type-S1 | (looped) 2,943.8 295.4 57.9 | 44.6 43.6 2,764.2 72,752
Type-S2 | (looped) 3,365.0 336.2 | 66.3 | 51.2 50.1 3,172.7 71,756
Type-S3 | (looped) 2,667.8 268.5 52.4 39.6 38.6 2,441.3 133,132
Type-54 | (looped) || 2,607.1 | 261.9 | 50.6 | 38.8 | 378 | 2,403.3 | 108,440
Type-S5 | (looped) 2,857.5 286.6 55.8 | 42.8 41.8 2,649.6 96,220

Platform C (Opteron)

Type-S1 | (looped) 3,895.3 3917 | 752 | b57.7 56.2 3,568.8 25,460
Type-S2 | (looped) 4,244.2 426.8 | 82.0 | 62.8 61.3 3,889.5 19,892
Type-S3 | (looped) 2,999.9 302.4 | 57.5 | 43.3 42.3 2,680.1 48,740
Type-S4 | (looped) 3,008.6 303.5 | 57.5 | 43.6 42.6 2,697.5 32,516
Type-S5 | (looped) 3,253.4 327.8 62.7 47.8 46.5 2,964.0 24,484

Platform D (Pentium 4)

Type-S1 | (looped) || 9,916.8 | 991.4 | 191.7 | 145.0 | 141.3 || 9,497.9 | 26,164
Type-S2 | (looped) || 10,715.7 | 1,114.7 | 206.9 | 157.9 | 154.4 || 9,663.7 | 20,496
Type-S3 | (looped) || 15,928.9 | 1,594.4 | 308.9 | 237.0 | 231.6 || 14,566.9 | 61,300
Type-S4 | (looped) || 14,851.3 | 1,498.3 | 289.7 | 222.6 | 217.3 | 13,845.5 | 43,952
Type-Sb | (looped) || 14,457.9 | 1,449.4 | 281.2 | 215.9 | 210.7 || 13,6425 | 34,988
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4.2 Hardware Implementation

This section describes the hardware performance results of AURORA. Since the implementations
of AURORA-384 version 2 are basically same as AURORA-512 version 2 except the initial value
and truncation of final hash value, we designed and evaluated the implementations of AURORA-
512 version 2.

We designed three types of hardware implementations: Type-H1, Type-H4 and Type-H5 im-
plementations. The details of Type-H1 and Type-H4 are shown in [6]. Type-H1 implementation
processes a round of the AURORA architecture both in one of the message scheduling module
MSM and in the two chaining value processing modules CPM®'? simultaneously in one clock
cycle. Tt requires 12 F-function circuits and takes 27 cycles for the compression function CF°'2
and the finalization function FF5'?. Type-H4 implementation processes a round of the AURORA
architecture in one of MSM or in one of CPM®*? mutually in two clock cycles. It requires 2 F-
function circuits and takes 166 cycles for CF°'? and FF>'?: 162 cycles for the message scheduling
and chaining value processing, and 4 cycles for updating the chaining value. We also apply Type-
H5 implementation of AURORA-256 described in [I] to AURORA-512 version 2. In Type-H5
implementation, a round of the AURORA architecture in one of MSM or in one of CPM5? is
processed mutually in four clock cycles. It requires one F-function circuit and takes 332 cycles
for CF°'? and FF5'2: 324 cycles for the message scheduling and chaining value processing, and 8
cycles for updating the chaining value.

The environment of our hardware design and evaluation is as follows.

Language Verilog-HDL
Design library ~ 0.13 pm CMOS ASIC library
Simulator VCS version 2006.06

Logic synthesis  Design Compiler version 2007.03-SP3

One gate is equivalent to a 2-way NAND and speed is evaluated under the worst-case conditions.

Table 4] represents the evaluation results of AURORA-512 version 2. Type-H1, Type-H4,
and Type-H5 implementations with S-boxes based on inversion over GF((24)?) are evaluated. In
addition, Type-H1 implementation with table-lookup S-boxes is also evaluated in order to achieve
higher throughput. Control signals for all selectors and constant values are generated in a controller
module which is included in each implementation. For each implementation of AURORA-512, two
types of circuits are synthesized by specifying either area or speed optimization. In addition, we
investigate the condition to maximize “Efficiency” that indicates “Throughput” per area, which
we call efficiency optimization.

We also show, for comparison, the best known results of hardware performance of SHA-384/512
using a 0.13 pm CMOS ASIC library by Satoh et al. [I1]. The performance of AURORA cannot be
directly compared with them because different design libraries and different logic synthesis tools
were used. However, AURORA-512 version 2 enables a variety of implementations from small-area
to high-throughput implementations; the smallest area (12,389 gates) is about 46% smaller than
that of SHA-384/512 (23,146 gates), and the highest throughput (6,901 Mbps) is about 2.37 times
higher than that of SHA-384/512 (2,909 Mbps). The highest efficiency of AURORA-512 (146.8
Kbps/gate) is about 1.38 times higher than that of SHA-384/512 (106.6 Kbps/gate).
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Table 4.4: Results on Hardware Performance of AURORA-512 version 2

Data Path Area | Frequency | Throughput | Efficiency

Architecture | Cycles S-box [gates] [MHz| [Mbps] [Kbps/gate]

AURORA-512 v2 | Type-H1 | 27 | GF((25)7) | 28,968 191.4 3,629 125.3
(0.13pm) 41,985 285.6 5,416 129.0
31,543 244.1 4,629 146.8

Table 42,637 211.4 4,009 94.0

59,657 363.9 6,901 115.7

47,678 309.3 5,865 123.0

Type-H4 | 166 | GF((2Y)%) | 14,942 310.2 957 64.0

17,628 504.8 1,557 88.3

17,012 491.8 1,517 89.2

Type-H5 332 [ GF((2M)?) | 12,389 302.7 467 37.7

13,914 509.3 785 56.5

13,914 509.3 785 56.5

SHA-384/512 - 88 - 23,146 125.0 1,455 62.8
(0.13pm) [11] 27,297 250.0 2,909 106.6

For each implementation, the 1st row and the 2nd row show the results of the synthesized circuits
by area and speed optimization, respectively. The 3rd row also shows the results by efficiency
optimization for each implementation of AURORA-512 version 2.
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